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Abstract: Adversarial machine learning has emerged as a critical research domain addressing the 
security and robustness challenges of modern machine learning systems. This chapter provides a 
comprehensive exploration of adversarial threats, beginning with foundational concepts such as 
adversarial examples and the formulation of threat models that define attacker goals, knowledge, and 
capabilities. It systematically examines a range of attack strategies, including evasion attacks at 
inference time, as well as poisoning and backdoor attacks during training, highlighting their mechanisms 
and real-world implications. The chapter further investigates domain-specific adversarial techniques 
across computer vision, natural language processing, speech systems, and cybersecurity applications, 
emphasizing the adaptability of attack methodologies. In addition, it analyzes the root causes of 
adversarial vulnerabilities, including model sensitivity, high-dimensional feature spaces, and decision 
boundary complexities, and discusses key evaluation metrics such as robust accuracy and perturbation 
norms. By integrating theoretical insights with practical considerations, this chapter underscores the 
growing importance of securing machine learning systems in safety-critical environments. It concludes 
by outlining current challenges, including the evolving arms race between attackers and defenders, and 
identifies future research directions focused on robust, explainable, and secure AI systems. 
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I. INTRODUCTION  

Adversarial Machine Learning (AML) has emerged as a critical subfield within artificial 
intelligence, focusing on the study of vulnerabilities in machine learning systems when exposed 
to malicious or strategically crafted inputs. As machine learning models become increasingly 
integrated into high-stakes applications, understanding how these systems can be 
manipulated—and how to defend against such manipulation—has become essential for both 
researchers and practitioners. 

Adversarial machine learning refers to the design, analysis, and evaluation of machine learning 
systems in the presence of adversaries. These adversaries intentionally craft inputs, known as 
adversarial examples, to deceive models into making incorrect predictions or decisions. Unlike 
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random noise or natural data variability, adversarial perturbations are carefully optimized to 
exploit model weaknesses while often remaining imperceptible to humans. 

The scope of AML spans multiple dimensions, including: 

• Attack strategies, such as evasion, poisoning, and backdoor attacks  
• Defense mechanisms, including adversarial training, input preprocessing, and robust 

optimization  
• Threat modeling, which formalizes the adversary’s goals, knowledge, and capabilities  
• Evaluation frameworks, aimed at measuring robustness under adversarial conditions  

This field intersects with cybersecurity, statistical learning theory, optimization, and human 
perception, making it inherently interdisciplinary. Its relevance extends across supervised, 
unsupervised, and reinforcement learning paradigms, as well as across diverse data modalities 
such as images, text, audio, and tabular data. 

The origins of adversarial machine learning can be traced back to early studies in spam filtering 
and intrusion detection, where attackers attempted to bypass classifiers by manipulating input 
features. However, the field gained significant attention following the discovery of adversarial 
examples in deep neural networks in the early 2010s. Researchers demonstrated that adding 
small, carefully crafted perturbations to input images could cause state-of-the-art models to 
misclassify them with high confidence. This discovery challenged the long-held assumption 
that high accuracy on benchmark datasets equates to robustness in real-world settings. 
Subsequent research revealed that these vulnerabilities are not limited to specific architectures 
or datasets but are instead a fundamental property of many high-dimensional learning systems. 
The motivation for studying AML is twofold. First, it addresses practical security concerns, as 
machine learning systems are increasingly deployed in adversarial environments. Second, it 
raises theoretical questions about generalization, model interpretability, and the geometry of 
decision boundaries. Understanding why models are vulnerable provides deeper insights into 
how they learn and make decisions. 

The implications of adversarial machine learning are particularly profound in security-critical 
domains where incorrect predictions can lead to severe consequences: 

• Autonomous Vehicles: Adversarial perturbations applied to road signs or sensor inputs 
can mislead perception systems, potentially causing unsafe driving behavior.  

• Healthcare Systems: Medical diagnostic models can be manipulated to produce 
incorrect diagnoses, posing risks to patient safety and undermining trust in AI-assisted 
healthcare.  

• Financial Systems: Fraud detection and credit scoring models can be evaded or 
manipulated, leading to financial losses and systemic risks.  

• Biometric Authentication: Facial recognition and fingerprint systems are vulnerable to 
spoofing and adversarial manipulation, raising concerns about identity security.  

• Cybersecurity Applications: Malware detection systems can be bypassed through 
adversarial modifications, enabling malicious software to evade detection.  
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These examples highlight that adversarial vulnerabilities are not merely academic curiosities 
but represent tangible threats in real-world deployments. As organizations increasingly rely on 
automated decision-making, ensuring robustness against adversarial manipulation becomes a 
fundamental requirement. 

Difference Between Traditional ML Failures and Adversarial Vulnerabilities 

Traditional machine learning failures typically arise from issues such as insufficient training 
data, poor feature representation, overfitting, or distributional shifts between training and 
testing data. These failures are generally unintentional and can often be mitigated through 
improved data collection, model design, or regularization techniques. 

In contrast, adversarial vulnerabilities are intentional and strategic. They arise when an 
adversary actively seeks to exploit the model’s weaknesses by crafting inputs that maximize the 
likelihood of misclassification. Key distinctions include: 

• Intentionality: Adversarial attacks are deliberate, whereas traditional errors are 
incidental.  

• Perturbation Characteristics: Adversarial perturbations are often minimal and 
imperceptible, yet highly effective.  

• Worst-Case Focus: AML emphasizes worst-case scenarios rather than average-case 
performance.  

• Security Perspective: Adversarial vulnerabilities require a shift from purely statistical 
evaluation to a security-oriented mindset.  

This distinction underscores the need for new evaluation metrics, robust training 
methodologies, and defense strategies specifically designed to counter adversarial threats. 

In adversarial machine learning represents a paradigm shift in how machine learning systems 
are evaluated and deployed. It challenges the conventional focus on accuracy by introducing 
robustness and security as equally critical dimensions. As machine learning continues to 
permeate sensitive and high-impact domains, the study of adversarial threats and defenses will 
remain central to the development of trustworthy and resilient AI systems. 

II. FUNDAMENTALS OF ADVERSARIAL THREAT MODELS 

A rigorous understanding of adversarial threat models is foundational to the study and practice 
of adversarial machine learning. Threat models provide a structured way to characterize the 
adversary, formalize attack scenarios, and evaluate the robustness of machine learning systems 
under well-defined conditions. Without a clearly articulated threat model, claims about model 
security or robustness remain ambiguous and often misleading. 

Definition of Threat Models in Adversarial Settings 

In adversarial machine learning, a threat model specifies the assumptions about an adversary’s 
objectives, knowledge, capabilities, and constraints when interacting with a machine learning 
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system. It serves as a formal framework that defines what the attacker is trying to achieve, what 
they know about the system, and what actions they are allowed to take. A comprehensive threat 
model typically includes: 

• Adversary’s goal (e.g., misclassification, data leakage, system disruption)  
• Adversary’s knowledge of the model (architecture, parameters, training data)  
• Adversary’s capabilities (ability to modify inputs, training data, or model components)  
• Operational constraints (e.g., limited query access, bounded perturbations)  

By explicitly defining these elements, researchers and practitioners can design meaningful 
experiments, compare defense strategies, and ensure that robustness claims are grounded in 
realistic attack scenarios. 

Attacker Goals: Targeted vs. Untargeted Attacks 

The adversary’s objective is a central component of any threat model and directly influences the 
design and evaluation of attack strategies. Broadly, attacker goals can be categorized into two 
types: 

• Targeted Attacks: In a targeted attack, the adversary aims to force the model to produce 
a specific, predetermined output. For example, an attacker may manipulate an image of 
a stop sign so that an autonomous vehicle’s perception system classifies it as a speed 
limit sign. Targeted attacks are typically more challenging to execute, as they require 
precise control over the model’s decision boundary.  

• Untargeted Attacks: In contrast, untargeted attacks seek to cause any incorrect 
prediction, without specifying the exact output class. The goal is simply to degrade the 
model’s performance or reliability. These attacks are generally easier to achieve and are 
often used to evaluate baseline robustness.  

The distinction between targeted and untargeted attacks is important for both evaluation and 
defense design. Systems that are robust against untargeted attacks may still be vulnerable to 
carefully crafted targeted attacks, particularly in high-stakes environments. 

Attacker Knowledge Levels 

The effectiveness and feasibility of adversarial attacks depend heavily on the adversary’s 
knowledge of the machine learning system. Threat models typically classify this knowledge into 
three levels: 

White-Box Attacks 

In a white-box setting, the adversary has complete access to the model, including its 
architecture, parameters, gradients, and sometimes even the training data. This level of access 
allows attackers to compute precise gradients and optimize perturbations efficiently. White-box 
attacks represent a worst-case scenario and are commonly used in academic research to 
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evaluate the upper bound of a model’s vulnerability. While such complete access may not 
always be realistic in practice, it provides valuable insights into the inherent weaknesses of a 
model. 

Black-Box Attacks 

In a black-box setting, the adversary has no direct access to the model’s internal structure or 
parameters. Instead, they interact with the model through inputs and outputs, often via an API. 
The attacker may rely on: 

• Query-based methods to infer decision boundaries  
• Surrogate models trained to mimic the target model  
• Transferability of adversarial examples across models  

Black-box attacks are highly relevant in real-world scenarios, where proprietary models are 
deployed as services with restricted access. 

Gray-Box Attacks 

Gray-box attacks represent an intermediate scenario in which the adversary has partial 
knowledge of the system. This may include knowledge of the model architecture but not its 
parameters, or access to a subset of the training data. This setting reflects many practical 
situations where attackers possess some domain knowledge or prior information but lack full 
system transparency. Gray-box models are particularly useful for bridging the gap between 
theoretical and real-world attack scenarios. 

Attacker Capabilities and Constraints 

Beyond knowledge, a threat model must also define what actions the adversary is capable of 
performing and the limitations they face. These capabilities can vary widely depending on the 
application context: 

• Input Manipulation: The ability to modify input data at inference time (e.g., adding 
perturbations to images or text).  

• Data Poisoning: The ability to inject or alter training data to influence model behavior 
during training.  

• Model Manipulation: In some cases, attackers may gain access to model parameters or 
deployment pipelines.  

• Query Access: The number and type of queries an attacker can make to the model.  

Constraints are equally important and often include: 

• Perturbation bounds (e.g., limits on L0, L2, or L∞ norms)  
• Computational limitations  
• Time constraints  
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• Physical-world feasibility (e.g., robustness of adversarial examples under varying 
lighting or angles)  

These constraints ensure that attack scenarios remain realistic and relevant to practical 
deployments. 

Importance of Defining Realistic Threat Assumptions 

The validity of adversarial research and the effectiveness of proposed defenses depend critically 
on the realism of the underlying threat model. Overly simplistic or unrealistic assumptions can 
lead to misleading conclusions, where a defense appears robust under artificial conditions but 
fails in real-world environments. 

 

Figure 1: Adversarial Threat Model Framework 

Key reasons for defining realistic threat assumptions include: 

• Reproducibility: Clear threat models enable consistent evaluation and comparison 
across studies.  

• Practical Relevance: Aligning threat models with real-world attack scenarios ensures 
that research outcomes are applicable to deployed systems.  
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• Defense Effectiveness: Robust defenses must be evaluated against strong and realistic 
adversaries to avoid a false sense of security.  

• Risk Assessment: Organizations can better understand and prioritize security risks 
when threat models reflect actual adversarial capabilities.  

In industry settings, threat modeling is often integrated into the broader security lifecycle, 
alongside practices such as risk analysis, penetration testing, and secure system design. For 
machine learning systems, this requires collaboration between data scientists, security 
engineers, and domain experts to ensure comprehensive coverage of potential attack vectors. 

In conclusion, adversarial threat models serve as the backbone of secure machine learning 
research and practice. By systematically defining attacker goals, knowledge, capabilities, and 
constraints, they provide a structured framework for analyzing vulnerabilities and developing 
robust defenses. As adversarial techniques continue to evolve, the refinement of threat models 
will remain essential for building trustworthy and resilient machine learning systems. 

III. ADVERSARIAL EXAMPLES: CONCEPTS AND PROPERTIES 

Adversarial examples lie at the core of adversarial machine learning, representing a class of 
inputs deliberately crafted to mislead machine learning models while appearing benign to 
human observers. Their existence exposes fundamental weaknesses in modern learning 
systems, particularly deep neural networks, and raises critical concerns about reliability, 
robustness, and security. This section examines the defining characteristics, underlying 
mechanisms, and cross-domain manifestations of adversarial examples. 

3.1 Definition and Characteristics of Adversarial Examples 

An adversarial example is an input that has been intentionally modified by an adversary to 
cause a machine learning model to produce an incorrect output. Formally, given an input x and 
a trained model f(⋅), an adversarial example x′ is constructed such that: 

• x′ is close to x under a chosen distance metric  
• f(x′)≠f(x) (untargeted attack), or f(x′)=ytarget (targeted attack)  

Key characteristics include: 

• Minimal Perturbation: The difference between the original and adversarial input is 
typically small and constrained.  

• High Confidence Misclassification: Models often misclassify adversarial inputs with 
high confidence.  

• Model Sensitivity: Adversarial examples exploit local sensitivities in the model’s 
decision boundary.  

• General Applicability: They are not restricted to specific architectures or datasets, 
indicating a systemic issue in modern ML models.  
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These properties highlight that adversarial examples are not random anomalies but structured 
manipulations designed to exploit learned representations. 

3.2 Imperceptible Perturbations and the Human–Machine Perception Gap 

One of the most striking aspects of adversarial examples is that the perturbations introduced are 
often imperceptible to humans yet highly effective in misleading machine learning models. This 
phenomenon underscores a fundamental gap between human perception and machine 
perception. Humans rely on semantic understanding and contextual reasoning, allowing them 
to recognize objects even under noise, distortion, or partial occlusion. In contrast, machine 
learning models—particularly deep neural networks—rely on statistical patterns in high-
dimensional feature spaces. As a result: 

• Small perturbations in pixel values, word embeddings, or audio signals can significantly 
alter model predictions.  

• These perturbations may not correspond to meaningful semantic changes from a human 
perspective.  

• Models may focus on non-robust features that are highly predictive in training data but 
fragile under slight modifications.  

This perception gap raises concerns about the interpretability and reliability of machine 
learning systems, especially in applications where human judgment and machine decisions 
must align. 

3.3 Mathematical Formulation of Adversarial Perturbations 

The generation of adversarial examples is typically formulated as an optimization problem. The 
objective is to find a perturbation δ that, when added to the original input x, causes 
misclassification while remaining within a specified constraint: 

 

For targeted attacks, the constraint is modified to enforce a specific output class: 

 

The perturbation δ is typically bounded using norm constraints to ensure imperceptibility: 

• L0 norm: Limits the number of modified features  
• L2 norm: Measures Euclidean distance  
• L∞ norm: Restricts the maximum change to any single feature  
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Gradient-based optimization methods are commonly used to solve this problem, leveraging the 
differentiability of modern models. These methods compute the direction in input space that 
maximally increases the model’s loss, enabling efficient generation of adversarial perturbations. 
This mathematical perspective reveals that adversarial examples arise from the interplay 
between high-dimensional geometry and model optimization, rather than from simple noise 
injection. 

3.4 Transferability of Adversarial Examples Across Models 

A notable and practically significant property of adversarial examples is their transferability—
the ability of adversarial inputs generated for one model to remain effective against other 
models, even with different architectures or training datasets. Transferability can be attributed 
to several factors: 

• Shared Feature Representations: Different models often learn similar decision 
boundaries or feature hierarchies.  

• Overlapping Vulnerabilities: Models trained on the same data distribution may exhibit 
common weaknesses.  

• Linear Behavior in High Dimensions: The approximate linearity of neural networks in 
high-dimensional spaces contributes to consistent perturbation effects across models.  

This property has important implications: 

• It enables black-box attacks, where attackers generate adversarial examples using a 
surrogate model and deploy them against a target model.  

• It complicates defense strategies, as robustness cannot be ensured by securing a single 
model in isolation.  

• It highlights the systemic nature of adversarial vulnerabilities across machine learning 
systems.  

3.5 Examples in Image, Text, and Audio Domains 

Adversarial examples are not confined to a single data modality; they have been demonstrated 
across a wide range of domains, each with unique characteristics and challenges. 

Image Domain 

In computer vision, adversarial examples typically involve adding subtle pixel-level 
perturbations to images. For instance, an image of an object may be modified in a way that is 
visually indistinguishable to humans but causes a classifier to assign an incorrect label. 
Physical-world attacks, such as placing stickers on road signs, demonstrate that these 
vulnerabilities extend beyond digital environments. 
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Text Domain 

In natural language processing, adversarial attacks often involve: 

• Synonym substitution  
• Character-level perturbations (e.g., typos)  
• Paraphrasing or sentence restructuring  

These modifications aim to preserve semantic meaning while altering the model’s prediction, 
such as changing sentiment classification or bypassing spam filters. The discrete nature of text 
makes adversarial generation more challenging compared to continuous domains like images. 

 

Figure 2: Adversarial Example Generation Process 

Audio Domain 

In speech and audio systems, adversarial perturbations can be embedded into audio signals to 
manipulate speech recognition models. Examples include: 

• Hidden voice commands that are inaudible to humans but recognized by machines  
• Slight waveform modifications that alter transcription outputs  

These attacks raise concerns for voice-controlled systems, including virtual assistants and 
security applications. Adversarial examples reveal a fundamental tension between model 
accuracy and robustness in modern machine learning systems. Their ability to exploit subtle, 
often imperceptible perturbations highlights the limitations of current learning paradigms and 
underscores the need for more resilient architectures. By understanding their defining 
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characteristics, mathematical foundations, and cross-domain manifestations, researchers and 
practitioners can better anticipate potential vulnerabilities and develop more robust and 
trustworthy AI systems. 

IV. EVASION ATTACKS AT INFERENCE TIME 

Evasion attacks represent one of the most widely studied and practically relevant classes of 
adversarial attacks in machine learning. Unlike training-time attacks, evasion attacks occur 
during the inference phase, where an adversary manipulates input data to induce incorrect 
predictions from a deployed model. These attacks are particularly concerning because they do 
not require access to the training pipeline and can be executed in real time against production 
systems. 

4.1 Definition and Significance of Evasion Attacks 

An evasion attack is a strategy in which an adversary crafts malicious inputs that are designed 
to bypass or deceive a trained machine learning model at test time. Given an input x and a 
model f(⋅), the attacker generates a perturbed input x′=x+δ such that: 

• The perturbation δ is small and often imperceptible  
• The model’s prediction is altered, i.e., f(x′) =f(x)  

Evasion attacks are significant for several reasons: 

• Real-time Exploitability: They can be deployed instantly without retraining or 
modifying the model.  

• Low Barrier to Entry: Attackers often require only limited access (e.g., query access in 
black-box settings).  

• High Impact: Even small perturbations can lead to catastrophic failures in safety-critical 
systems.  

• Stealthiness: Perturbations are typically subtle, making detection challenging.  

These characteristics make evasion attacks a central concern in adversarial machine learning, 
particularly for systems exposed to untrusted or user-controlled inputs. 

4.2 Common Techniques for Evasion Attacks 

A variety of algorithmic techniques have been developed to generate adversarial examples 
efficiently. Among them, gradient-based methods are the most prominent due to their 
effectiveness and computational efficiency. 
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Fast Gradient Sign Method (FGSM) 

The Fast Gradient Sign Method is one of the earliest and simplest approaches for generating 
adversarial examples. It leverages the gradient of the loss function with respect to the input to 
determine the direction of maximum increase in loss. 

 

Here, ϵ epsilonϵ controls the magnitude of the perturbation, and J(θ,x,y) represents the loss 
function. FGSM is computationally efficient, requiring only a single gradient computation, but 
may produce less optimal perturbations compared to iterative methods. 

Projected Gradient Descent (PGD) 

Projected Gradient Descent is an iterative extension of FGSM and is widely regarded as a strong 
first-order adversary. It repeatedly applies small perturbations and projects the result back into 
a valid constraint set (e.g., within an L∞ norm bound). 

 

Where: 

• α is the step size  
• Πϵ denotes projection onto the allowed perturbation region  

PGD is more powerful than FGSM because it explores the loss landscape iteratively, often 
finding stronger adversarial examples. It is commonly used as a benchmark for evaluating 
model robustness. 

Carlini & Wagner (C&W) Attacks 

The Carlini & Wagner attacks represent a class of optimization-based methods that aim to find 
minimal perturbations while ensuring successful misclassification. Unlike FGSM and PGD, 
which rely on gradient sign updates, C&W attacks solve a more refined optimization problem: 

 

Where: 

• ∥δ∥p measures perturbation size under a chosen norm  
• L is a specially designed loss function  
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• c balances distortion and attack success  

C&W attacks are known for producing highly imperceptible adversarial examples and are 
effective against many defensive mechanisms, including early forms of adversarial training and 
defensive distillation. 

 

Figure 3: Types of Adversarial Attacks (Training vs Inference) 

4.3 Attack Pipelines and Optimization Strategies 

Evasion attacks typically follow a structured pipeline that integrates optimization techniques 
with domain-specific constraints: 

1. Input Selection: The attacker selects a target input (e.g., an image, text sample, or audio 
signal) for perturbation.  

2. Objective Definition:  The attacker defines the attack goal—targeted or untargeted—
and formulates an optimization objective accordingly.  

3. Gradient Computation or Approximation: In white-box settings, gradients are 
computed directly. In black-box scenarios, attackers may estimate gradients using 
query-based methods or surrogate models.  

4. Perturbation Generation: Iterative or single-step optimization methods are used to 
compute the perturbation δ.  

5. Constraint Enforcement: The perturbed input is projected back into a feasible region to 
ensure imperceptibility and adherence to domain constraints.  



 
Adversarial Machine Learning: Threat Models and Attack Strategies 

J. Janani 
 

Robust Machine Learning Handling Noise, Bias and Adversarial Attacks 
ISBN: 978-93-47475-02-3 

144 

6. Evaluation and Refinement: The adversarial example is tested against the model, and 
the process may be repeated to improve effectiveness.  

Optimization strategies vary depending on the attack setting: 

• Gradient-based optimization for differentiable models  
• Score-based or decision-based methods for black-box attacks  
• Heuristic or combinatorial approaches for discrete domains like text  

This pipeline highlights the systematic nature of evasion attacks and their reliance on 
optimization theory. 

V. POISONING AND BACKDOOR ATTACKS 

Poisoning and backdoor attacks constitute a critical class of adversarial threats that target the 
training phase of machine learning systems. Unlike evasion attacks, which manipulate inputs at 
inference time, these attacks compromise the integrity of the learning process itself. By injecting 
malicious data or hidden triggers into training datasets, adversaries can induce long-lasting and 
often stealthy vulnerabilities in deployed models. This section provides a comprehensive 
examination of these attack paradigms, their mechanisms, and their implications for 
trustworthy machine learning. 

5.1 Training-Time Attacks vs. Inference-Time Attacks 

Adversarial attacks can broadly be categorized based on the stage of the machine learning 
lifecycle they target: 

• Training-Time Attacks (Poisoning and Backdoor Attacks): These attacks occur during 
the model training process. The adversary manipulates the training data, labels, or 
training procedure to influence the learned model. The resulting model behaves 
incorrectly even when presented with benign inputs or specific triggers.  

• Inference-Time Attacks (Evasion Attack): These attacks occur after the model has been 
deployed. The adversary perturbs input data at test time to induce misclassification 
without altering the model itself.  

The key distinction lies in persistence and scope. Training-time attacks introduce systemic 
vulnerabilities that persist across all future predictions, whereas inference-time attacks are 
typically instance-specific. As a result, poisoning and backdoor attacks can have more enduring 
and difficult-to-detect consequences. 

5.2 Data Poisoning: Manipulating Training Datasets 

Data poisoning attacks involve the deliberate injection or modification of training data to 
corrupt the learning process. The attacker’s objective is to degrade model performance, 
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introduce biases, or manipulate specific predictions. Poisoning strategies can be broadly 
classified into: 

• Availability Attacks: These aim to reduce the overall accuracy of the model by 
introducing noisy or misleading data points. For example, an attacker may inject 
mislabeled samples to confuse the learning algorithm, leading to degraded 
generalization.  

• Integrity Attacks: These target specific inputs or classes, aiming to cause 
misclassification for particular instances while maintaining overall model performance. 
This makes detection more challenging, as the model appears to function normally 
under standard evaluation.  

Common techniques in data poisoning include: 

• Label flipping (assigning incorrect labels to training samples)  
• Feature manipulation (altering input features to mislead learning)  
• Gradient-based poisoning (optimizing poisoned samples to maximize training loss)  

In modern machine learning pipelines, especially those relying on large-scale or crowdsourced 
datasets, the risk of data poisoning is amplified. Automated data collection processes and weak 
data validation mechanisms provide potential entry points for adversaries. 

5.3 Backdoor (Trojan) Attacks and Trigger-Based Behaviors 

Backdoor attacks, also known as trojan attacks, represent a more targeted and stealthy form of 
training-time manipulation. In this setting, the adversary embeds a hidden pattern—referred to 
as a trigger—into a subset of training data. The model learns to associate this trigger with a 
specific output label. During normal operation, the model performs as expected on clean inputs. 
However, when the trigger is present in an input, the model produces the attacker’s desired 
output, regardless of the true label. Key characteristics of backdoor attacks include: 

• Trigger Design: Triggers can be visual patterns (e.g., small patches in images), specific 
phrases in text, or audio signals. They are often designed to be inconspicuous or easily 
reproducible.  

• Selective Activation: The malicious behavior is activated only when the trigger is 
present, making the attack difficult to detect through standard testing.  

• High Attack Success Rate: Backdoor attacks can achieve near-perfect success in forcing 
target predictions while maintaining high accuracy on benign data.  

5.4 Impact on Model Integrity and Trustworthiness 

Poisoning and backdoor attacks fundamentally undermine the integrity, reliability, and 
trustworthiness of machine learning systems. Their impact extends beyond technical 
performance to broader organizational and societal concerns. 
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• Compromised Decision-Making: Models may produce systematically incorrect 
outputs, leading to erroneous decisions in critical applications such as healthcare 
diagnostics or financial risk assessment.  

• Hidden Malicious Functionality: Backdoor triggers introduce covert behaviors that 
may remain undetected until exploited, posing significant security risks.  

• Erosion of Trust: Stakeholders may lose confidence in AI systems if their outputs are 
found to be manipulable or unreliable.  

• Regulatory and Compliance Risks: In regulated industries, compromised models may 
violate compliance standards, leading to legal and financial consequences.  

The persistence of these attacks—embedded within the model itself—makes remediation 
particularly challenging, often requiring retraining with verified datasets. 

5.5 Detection Challenges and Stealth Characteristics 

Detecting poisoning and backdoor attacks remains an open and challenging problem in 
adversarial machine learning. Several factors contribute to their stealthiness: 

• Minimal Impact on Global Metrics: Backdoor attacks are designed to preserve overall 
accuracy, making them difficult to identify through standard validation procedures.  

• Data Complexity and Scale: Large datasets make it impractical to manually inspect all 
samples, allowing poisoned data to remain hidden.  

• Adaptive Adversaries: Attackers continuously refine their strategies to evade detection 
mechanisms, such as using clean-label poisoning or subtle triggers.  

• Lack of Ground Truth: In many real-world scenarios, it is difficult to distinguish 
between naturally noisy data and maliciously manipulated samples.  

Existing detection approaches include: 

• Data sanitization techniques to identify anomalous training samples  
• Model inspection methods to detect abnormal neuron activations  
• Trigger inversion techniques to reconstruct potential backdoor patterns  
• Robust training methods to reduce sensitivity to poisoned data  

However, no single method provides a comprehensive solution, and defenses often involve 
trade-offs between robustness, accuracy, and computational cost. 

Poisoning and backdoor attacks highlight the critical importance of securing the data and 
training pipeline in machine learning systems. By targeting the foundational stage of model 
development, these attacks introduce persistent and often covert vulnerabilities that can 
compromise system behavior long after deployment. Their ability to evade detection while 
maintaining apparent performance underscores the need for rigorous data governance, robust 
training methodologies, and continuous monitoring. As machine learning systems become 
increasingly integrated into high-stakes environments, addressing training-time adversarial 
threats will be essential for ensuring trustworthy and resilient AI systems. 
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VI. ATTACK STRATEGIES IN DIFFERENT DOMAINS 

Adversarial attack strategies manifest differently across data modalities, reflecting the unique 
structure, constraints, and semantics of each domain. While the underlying objective—
manipulating model predictions—remains consistent, the techniques, feasibility, and impact 
vary significantly between images, text, audio, and cybersecurity systems. Understanding these 
domain-specific characteristics is essential for designing robust defenses and evaluating real-
world risks. This section explores how adversarial strategies are adapted across major 
application domains and examines the broader phenomenon of cross-domain generalization. 

6.1 Image-Based Attacks (Computer Vision Systems) 

Computer vision systems are among the most extensively studied targets for adversarial attacks 
due to their widespread deployment and the continuous nature of image data. In this domain, 
adversarial perturbations are typically applied at the pixel level, exploiting the high 
dimensionality of image inputs. Common attack strategies include: 

• Gradient-based perturbations: Methods such as FGSM and PGD modify pixel values in 
the direction of the loss gradient.  

• Adversarial patches: Localized modifications (e.g., stickers or patterns) that can be 
physically applied and remain effective under varying environmental conditions.  

• Spatial transformations: Rotations, translations, or distortions that alter model 
predictions without significantly affecting human perception.  

A critical concern in this domain is the physical-world applicability of attacks. Research has 
demonstrated that adversarial perturbations can survive real-world transformations such as 
changes in lighting, viewing angle, and distance, making them particularly relevant for 
applications like autonomous driving and surveillance systems. 

6.2 Natural Language Processing (NLP) Adversarial Attacks 

Adversarial attacks in natural language processing present unique challenges due to the 
discrete and structured nature of text data. Unlike images, where small continuous 
perturbations are feasible, text modifications must preserve grammatical correctness and 
semantic meaning. Typical strategies include: 

• Synonym substitution: Replacing words with semantically similar alternatives to alter 
model predictions.  

• Character-level perturbations: Introducing typos, misspellings, or character swaps that 
are still understandable to humans.  

• Paraphrasing and sentence restructuring: Modifying sentence structure while retaining 
meaning.  

• Insertion or deletion attacks: Adding or removing words to influence classification 
outcomes.  
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These attacks exploit the sensitivity of NLP models to token-level changes and highlight the gap 
between semantic understanding and statistical pattern recognition. Additionally, adversarial 
text generation often requires combinatorial or heuristic optimization techniques due to the 
non-differentiable nature of discrete inputs. 

6.3 Speech and Audio Adversarial Manipulations 

In speech and audio systems, adversarial attacks target models used for speech recognition, 
speaker identification, and voice-controlled interfaces. These attacks involve subtle 
modifications to audio waveforms that remain imperceptible or indistinguishable to human 
listeners. Key techniques include: 

• Additive noise perturbations: Carefully crafted noise added to audio signals to alter 
transcription results.  

• Hidden voice commands: Embedding commands within audio signals that are 
unintelligible to humans but recognized by machines.  

• Psychoacoustic masking: Leveraging properties of human hearing to hide perturbations 
beneath perceptual thresholds.  

Audio adversarial attacks are particularly concerning for systems such as virtual assistants, 
smart home devices, and automotive voice controls. The temporal and frequency characteristics 
of audio signals introduce additional complexity, requiring attackers to consider robustness 
under playback, recording, and environmental noise conditions. 

6.4 Cybersecurity Applications (Malware Detection Evasion) 

In cybersecurity, adversarial attacks are often framed as evasion of detection systems, 
particularly those based on machine learning models for malware classification, intrusion 
detection, and spam filtering. Attack strategies include: 

• Feature manipulation: Modifying non-essential features of malware (e.g., adding 
benign code segments) without affecting functionality.  

• Code obfuscation: Transforming program structure to evade signature-based and ML-
based detection.  

• Adversarial payload injection: Embedding patterns that mislead classifiers into labeling 
malicious samples as benign.  

• Mimicry attacks: Making malicious inputs resemble legitimate ones to bypass detection 
systems.  

Unlike image or audio domains, these attacks must preserve functional correctness, meaning 
the malicious behavior of the software must remain intact. This constraint makes the attack 
space more complex but also more aligned with real-world adversarial objectives. 
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6.5 Cross-Domain Attack Generalization 

A significant and emerging area of research in adversarial machine learning is the concept of 
cross-domain generalization, where attack strategies or adversarial principles extend across 
different data modalities and application domains. Key observations include: 

• Shared Vulnerabilities: Many machine learning models, regardless of domain, rely on 
high-dimensional feature spaces and exhibit similar sensitivities to input perturbations.  

• Transferability Across Domains: Techniques developed in one domain (e.g., gradient-
based optimization in vision) inspire analogous methods in others (e.g., embedding-
space perturbations in NLP).  

• Unified Optimization Frameworks: Adversarial attacks can often be formulated as 
constrained optimization problems, providing a common theoretical foundation.  

• Cross-modal Attacks: Emerging research explores attacks that span multiple modalities, 
such as audio-visual systems or multimodal models.  

However, domain-specific constraints—such as discreteness in text, temporal dependencies in 
audio, and functional requirements in cybersecurity—necessitate tailored adaptations of these 
strategies. 

 

Figure.4: Domain-Specific Adversarial Attacks 

Attack strategies in adversarial machine learning are inherently shaped by the characteristics of 
the underlying data domain. While image-based attacks benefit from continuous input spaces 
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and well-defined gradients, NLP and cybersecurity domains introduce discrete and functional 
constraints that require more sophisticated approaches. Audio-based attacks further expand the 
landscape by incorporating perceptual and temporal considerations. Despite these differences, 
the shared principles of optimization, model sensitivity, and adversarial intent unify these 
domains. Understanding both the commonalities and distinctions across domains is essential 
for developing comprehensive defense mechanisms and ensuring the robustness of machine 
learning systems in diverse real-world applications.  

VII. SECURITY VULNERABILITIES AND EVALUATION METRICS 

The robustness of machine learning systems is fundamentally challenged by adversarial 
vulnerabilities that arise from both theoretical and practical limitations of modern models. 
Understanding these vulnerabilities—and systematically evaluating them—forms a critical 
component of adversarial machine learning research and deployment. This section examines the 
root causes of such weaknesses, explores how they manifest in model behavior, and presents 
the key metrics and frameworks used to assess robustness. 

7.1 Root Causes of Adversarial Vulnerabilities 

Adversarial vulnerabilities are not incidental flaws but rather emerge from intrinsic properties 
of machine learning systems, particularly those based on high-dimensional optimization. 

Several key factors contribute to these vulnerabilities: 

• High-Dimensional Input Spaces: In domains such as image recognition, inputs may 
consist of thousands or millions of features. Small perturbations across many 
dimensions can collectively produce significant changes in model output.  

• Linear Behavior in Deep Models: Despite their nonlinear architectures, many deep 
neural networks exhibit locally linear behavior. This makes them susceptible to 
gradient-based perturbations that exploit predictable changes in output.  

• Overfitting to Non-Robust Features: Models often rely on subtle statistical patterns in 
the training data that are highly predictive but not semantically meaningful. These non-
robust features can be easily manipulated by adversaries.  

• Data Distribution Limitations: Training datasets may not adequately capture 
adversarial or worst-case scenarios, leading to poor generalization under adversarial 
conditions.  

• Optimization Objectives: Standard training procedures optimize for average-case 
performance (e.g., minimizing empirical risk), rather than worst-case robustness.  

These root causes highlight that adversarial vulnerabilities are deeply embedded in the way 
models learn and generalize. 
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7.2 Model Sensitivity and Decision Boundary Issues 

A central factor underlying adversarial susceptibility is the sensitivity of model predictions to 
small input perturbations, particularly near decision boundaries. Machine learning models 
partition the input space into regions corresponding to different output classes. In many cases: 

• Decision boundaries are complex and highly non-linear  

• Boundaries may lie close to data points, especially in high-dimensional spaces  
• Small perturbations can move an input across a boundary, resulting in misclassification  

This phenomenon is exacerbated by: 

• Sharp gradients in the loss landscape  
• Poor margin separation between classes  
• Overconfident predictions even near boundary regions  

As a result, adversarial examples often lie very close to legitimate inputs but fall on the opposite 
side of the decision boundary. Improving robustness, therefore, requires not only better training 
data but also smoother and more stable decision boundaries. 

7.3 Robustness Evaluation Metrics 

Evaluating adversarial robustness requires metrics that go beyond standard accuracy. These 
metrics aim to quantify how well a model performs under adversarial conditions and how 
resilient it is to perturbations. 

Accuracy Under Attack 

This metric measures the model’s classification accuracy when subjected to adversarial inputs 
generated by specific attack methods (e.g., FGSM, PGD). 

• Provides a direct measure of model degradation under attack  

• Highly dependent on the strength and type of attack used  
• Useful for benchmarking against known adversarial strategies  

Robust Accuracy 

Robust accuracy refers to the proportion of inputs for which the model maintains correct 
predictions under worst-case perturbations within a defined constraint set. 

• Captures worst-case performance, rather than average-case behavior  
• Often evaluated using strong iterative attacks (e.g., PGD)  
• Considered a more reliable indicator of true robustness  
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Perturbation Norms (L0, L2, L∞) 

Adversarial perturbations are typically constrained using mathematical norms that quantify the 
magnitude of input modifications: 

 

• L0 norm: Counts the number of features that are altered  
• L2 norm: Measures the Euclidean distance between original and perturbed inputs  
• L∞ norm: Captures the maximum change applied to any individual feature  

These norms define the attack budget and ensure that perturbations remain within acceptable 
or imperceptible limits. Different norms correspond to different threat models and application 
constraints. 

7.4 Benchmark Datasets and Evaluation Frameworks 

To standardize robustness evaluation, the research community has developed benchmark 
datasets and evaluation protocols that facilitate consistent comparison across models and 
defense strategies. 

Common practices include: 

• Adversarial Benchmarking: Evaluating models on datasets augmented with adversarial 
examples generated under controlled conditions.  

• Robustness Challenges and Competitions: Organized benchmarks that test models 
against adaptive adversaries to identify strengths and weaknesses.  

• Automated Evaluation Frameworks: Tools that implement a suite of attacks and 
metrics, enabling systematic robustness testing across multiple scenarios.  

These frameworks emphasize: 

• Reproducibility  
• Standardization of attack parameters  
• Fair comparison between methods  

They also encourage the use of strong, adaptive adversaries to avoid overestimating model 
robustness. 

7.5 Limitations of Current Evaluation Methods 

Despite significant progress, current robustness evaluation methodologies face several 
limitations: 
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• Attack Dependency: Metrics such as accuracy under attack depend heavily on the 
chosen attack method. Weak or poorly configured attacks may lead to inflated 
robustness estimates.  

• Incomplete Threat Coverage: Many evaluations focus on specific norms (e.g., L∞) and 
may not generalize to other types of perturbations or real-world conditions.  

• Lack of Real-World Validation: Laboratory-generated adversarial examples may not 
fully capture the complexity of physical-world or adaptive attacks.  

• Computational Overhead: Robustness evaluation, especially using iterative attacks, can 
be computationally expensive and time-consuming.  

• False Sense of Security: Models that perform well against known attacks may still be 
vulnerable to novel or adaptive adversarial strategies.  

• Neglect of Human Perception: Norm-based constraints do not always align with 
human perceptual similarity, limiting their effectiveness in certain domains.  

These limitations underscore the need for more comprehensive, realistic, and domain-aware 
evaluation frameworks. 

Security vulnerabilities in machine learning systems arise from a combination of high-
dimensional complexity, model sensitivity, and optimization-driven learning processes. 
Evaluating these vulnerabilities requires robust and carefully designed metrics that capture 
both average-case and worst-case performance. While current evaluation frameworks provide 
valuable insights, they remain imperfect and must evolve to address emerging threats and real-
world complexities. Advancing robustness evaluation will be essential for building secure, 
reliable, and trustworthy machine learning systems capable of operating in adversarial 
environments. 

VIII. CONCLUSION 

Adversarial machine learning has emerged as a critical area of study, revealing fundamental 
vulnerabilities in modern machine learning systems and challenging long-standing 
assumptions about model reliability. This chapter has provided a comprehensive examination 
of key concepts, beginning with adversarial examples—carefully crafted inputs that exploit 
model sensitivities—followed by the formalization of adversarial threat models that define 
attacker goals, knowledge, and capabilities. The discussion extended to a range of attack 
strategies, including evasion, poisoning, and backdoor attacks, each demonstrating how 
adversaries can manipulate machine learning systems at different stages of the lifecycle. 
Together, these concepts underscore the importance of viewing machine learning not only as a 
predictive tool but also as a potential attack surface. 

As machine learning continues to be deployed in high-stakes and security-critical domains such 
as healthcare, autonomous systems, finance, and cybersecurity, the importance of securing 
these systems has grown substantially. Traditional evaluation metrics, which emphasize 
average-case performance, are insufficient in adversarial settings where worst-case scenarios 
can have severe consequences. Ensuring robustness against adversarial manipulation is no 
longer optional but a fundamental requirement for trustworthy AI deployment. This shift 
necessitates the integration of security considerations into every phase of the machine learning 
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pipeline, from data collection and preprocessing to model training, evaluation, and deployment. 
A defining characteristic of adversarial machine learning is the ongoing arms race between 
attackers and defenders. As new defense mechanisms are developed—such as adversarial 
training, input transformations, and certified robustness techniques—attackers continuously 
adapt, devising more sophisticated and evasive strategies. This dynamic interplay highlights 
the limitations of static defense approaches and underscores the need for adaptive, resilient, 
and continuously evolving security frameworks. It also emphasizes the importance of rigorous 
evaluation under strong and adaptive threat models to avoid a false sense of security. 
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