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Abstract: Robust deep learning has become a critical area of research and practice as machine learning 
systems are increasingly deployed in real-world environments characterized by noise, uncertainty, and 
adversarial threats. This chapter provides a comprehensive examination of robust deep learning 
architectures and regularization methods, with a focus on Convolutional Neural Networks (CNNs), 
Recurrent Neural Networks (RNNs), and transformer-based models. It explores the inherent 
vulnerabilities of these architectures to noisy inputs, corrupted data, and distributional shifts, and 
presents advanced techniques to enhance their resilience. Key topics include data augmentation, robust 
filtering, attention regularization, and architectural innovations such as residual connections and gating 
mechanisms. The chapter further discusses classical and modern regularization approaches, including 
L1/L2 penalties, dropout, label smoothing, Mixup, CutMix, and stochastic depth, highlighting their role in 
preventing overfitting and improving generalization. In addition, it addresses training strategies for noisy 
and corrupted datasets, including robust loss functions, curriculum learning, semi-supervised learning, 
and adversarial training. The chapter also emphasizes the importance of evaluating robustness through 
specialized metrics, benchmark datasets, and stress testing under distribution shifts. By integrating 
architectural design, training methodologies, and evaluation frameworks, this chapter provides a holistic 
perspective on building reliable, secure, and scalable deep learning systems. It is intended to support 
students, researchers, and industry practitioners in developing robust AI models capable of performing 
effectively in complex and dynamic real-world scenarios. 

Keywords: Robust Deep Learning, Convolutional Neural Networks (CNNs), Recurrent Neural Networks 
(RNNs), Transformers, Adversarial Robustness, Noise Handling, Regularization Techniques, Dropout, 
Label Smoothing   

I. INTRODUCTION  

The rapid adoption of deep learning across domains such as healthcare, autonomous systems, 
finance, and natural language processing has brought increasing attention to the reliability and 
stability of these models under real-world conditions. While deep neural networks have 
demonstrated remarkable performance on benchmark datasets, their susceptibility to noise, 
data corruption, and adversarial manipulation raises critical concerns about their deployment in 
safety-critical and high-stakes environments. Robust deep learning has therefore emerged as a 
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vital research and engineering paradigm, focusing on the development of models that maintain 
consistent and reliable performance even when faced with imperfect, uncertain, or adversarial 
inputs. 

Robustness in deep learning refers to the ability of a model to sustain its predictive performance 
when exposed to variations, perturbations, or uncertainties in the input data or learning 
environment. These perturbations may arise from natural sources—such as sensor noise, 
missing values, or environmental variability—or from intentional adversarial attacks designed 
to exploit vulnerabilities in model behavior. A robust model is not only accurate under ideal 
conditions but also resilient to deviations from the training distribution. Formally, robustness 
can be understood as the stability of a model’s output with respect to bounded changes in 
input. This includes resistance to small, imperceptible perturbations that may drastically alter 
predictions, as well as tolerance to larger-scale corruptions such as occlusions, blur, or missing 
features. Beyond input-level robustness, the concept also extends to model robustness against 
parameter variations, training data inconsistencies, and shifts in the underlying data 
distribution. 

Importance of Handling Noise, Uncertainty, and Adversarial Perturbations 

In practical applications, data is rarely clean or perfectly labeled. Noise and uncertainty are 
inherent characteristics of real-world datasets, stemming from measurement errors, annotation 
inconsistencies, and environmental variability. For instance, images captured in uncontrolled 
environments may suffer from lighting changes or motion blur, while textual data may include 
ambiguities or grammatical inconsistencies. If not properly addressed, such imperfections can 
significantly degrade model performance and lead to unreliable predictions. 

Moreover, adversarial perturbations present a more insidious challenge. These are carefully 
crafted modifications to input data that are often imperceptible to humans but can cause deep 
learning models to produce incorrect or highly confident misclassifications. The existence of 
such vulnerabilities highlights a fundamental gap between human perception and machine 
learning representations, raising concerns about the security and trustworthiness of deployed 
systems. 

Handling noise and uncertainty is therefore essential not only for improving generalization but 
also for ensuring robustness under distributional variability. Techniques such as data 
augmentation, uncertainty modeling, and probabilistic inference help models learn more stable 
representations. Similarly, adversarial training and defensive distillation aim to harden models 
against malicious inputs. Collectively, these approaches contribute to the development of 
systems that are both reliable and secure. 

Challenges in Real-World Deployments 

Despite significant advancements, achieving robustness in deep learning remains a complex 
and multifaceted challenge. One of the primary issues is the presence of noisy labels, which can 



 
 Robust Machine Learning Handling Noise, Bias and Adversarial Attacks 

ISBN: 978-93-47475-02-3 
 

© TEQPublications, India, September 2026 
www.teqpublications.com 211 

arise from human annotation errors or automated labeling processes. Models trained on such 
data may learn incorrect patterns, leading to degraded performance and poor generalization. 

Corrupted inputs further complicate deployment scenarios. In applications such as autonomous 
driving or medical imaging, input data may be affected by sensor malfunctions, environmental 
interference, or incomplete observations. Deep learning models, particularly those with high 
capacity, can be overly sensitive to such perturbations, resulting in unpredictable behavior. 

Another critical challenge is distribution shift, where the data encountered during deployment 
differs from the training data. This may occur due to changes in environmental conditions, 
population characteristics, or data collection processes. Models that perform well under training 
conditions may fail to generalize under these shifts, highlighting the need for robust learning 
strategies that account for variability beyond the training distribution. 

Additionally, there is an inherent trade-off between robustness and accuracy. Enhancing 
robustness often involves regularization or adversarial training, which may slightly reduce 
performance on clean data. Balancing this trade-off requires careful design choices and domain-
specific considerations. Computational complexity and scalability also pose challenges, as 
robust training methods can be resource-intensive and difficult to implement in large-scale 
systems. 

Overview of Architectures and Regularization Strategies for Robustness 

To address these challenges, researchers and practitioners have developed a range of 
architectural innovations and regularization techniques aimed at improving robustness. 
Convolutional Neural Networks (CNNs), widely used in computer vision, can be enhanced 
with techniques such as anti-aliasing filters and robust pooling mechanisms to improve stability 
against input perturbations. Recurrent Neural Networks (RNNs), including Long Short-Term 
Memory (LSTM) and Gated Recurrent Units (GRUs), incorporate gating mechanisms that help 
mitigate the effects of noise in sequential data. More recently, transformer-based architectures 
have gained prominence due to their ability to model long-range dependencies and handle 
diverse data modalities. However, their sensitivity to input perturbations necessitates the use of 
specialized regularization techniques, such as attention dropout and token masking, to improve 
robustness. 

Regularization methods play a central role in robust deep learning. Classical approaches such as 
L1 and L2 regularization constrain model complexity, while techniques like dropout introduce 
stochasticity during training to prevent overfitting. Advanced methods, including label 
smoothing, Mixup, and CutMix, enhance generalization by modifying training data 
distributions. Adversarial training, in particular, has emerged as a powerful approach for 
improving robustness by explicitly incorporating adversarial examples into the training 
process. 

In addition, robust loss functions and optimization strategies are designed to reduce sensitivity 
to noisy labels and outliers. Techniques such as Huber loss and noise-tolerant training 
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frameworks help ensure that models are less influenced by erroneous data points. Together, 
these architectural and methodological advancements form a comprehensive toolkit for 
building robust deep learning systems. 

In summary, robust deep learning represents a critical step toward the development of reliable, 
secure, and trustworthy AI systems. By addressing the challenges posed by noise, uncertainty, 
and adversarial threats, and by leveraging advancements in architectures and regularization 
techniques, researchers can design models that perform consistently in real-world 
environments. This foundation sets the stage for deeper exploration of robust architectures and 
methodologies in the subsequent sections of this chapter. 

II. ROBUST CONVOLUTIONAL NEURAL NETWORKS (CNNS) 

Convolutional Neural Networks (CNNs) have become the cornerstone of modern computer 
vision systems, achieving state-of-the-art performance in tasks such as image classification, 
object detection, and semantic segmentation. Their hierarchical structure, characterized by 
convolutional layers, nonlinear activations, and pooling operations, enables the extraction of 
spatially localized and increasingly abstract features. However, despite their success, CNNs 
exhibit notable sensitivity to noise, perturbations, and distributional variations, which can 
significantly compromise their reliability in real-world applications. This section explores the 
foundations of CNNs, their vulnerabilities, and the techniques and architectural innovations 
developed to enhance their robustness. 

Fundamentals of CNN Architectures and Their Sensitivity to Noise 

CNNs operate by applying learnable convolutional filters across input data to detect patterns 
such as edges, textures, and higher-level semantic structures. These filters are trained to 
respond to specific features present in the training data, enabling the model to build 
hierarchical representations through successive layers. Pooling operations, such as max pooling 
or average pooling, are used to reduce spatial dimensions and introduce a degree of translation 
invariance. 

Despite these strengths, CNNs are inherently sensitive to input perturbations. Small changes in 
pixel values—whether due to sensor noise, compression artifacts, or adversarial 
manipulations—can lead to significant deviations in feature activations. This sensitivity arises 
from several factors. First, convolutional filters are optimized for specific data distributions and 
may fail to generalize to unseen variations. Second, nonlinear activation functions can amplify 
small perturbations as they propagate through the network. Third, pooling operations, 
particularly max pooling, may discard important contextual information, making the model 
more vulnerable to localized distortions. 

Moreover, CNNs often rely on high-frequency components of the input signal, which are 
particularly susceptible to noise. This reliance can lead to overfitting to spurious patterns rather 
than learning robust, semantically meaningful features. As a result, models that perform well 
on clean benchmark datasets may exhibit degraded performance when exposed to noisy or 
corrupted inputs. 



 
 Robust Machine Learning Handling Noise, Bias and Adversarial Attacks 

ISBN: 978-93-47475-02-3 
 

© TEQPublications, India, September 2026 
www.teqpublications.com 213 

Techniques for Improving CNN Robustness 

To mitigate these vulnerabilities, a variety of techniques have been developed to improve the 
robustness of CNNs. These methods focus on enhancing the model’s ability to generalize across 
diverse and imperfect data conditions. 

Data Augmentation 

Data augmentation is one of the most widely used strategies for improving robustness. By 
artificially increasing the diversity of the training dataset, augmentation techniques expose the 
model to a broader range of variations, enabling it to learn more invariant feature 
representations. Noise injection is a common augmentation approach, where random 
perturbations—such as Gaussian noise, salt-and-pepper noise, or blur—are added to input 
images during training. This encourages the model to become less sensitive to minor distortions 
and to focus on more stable features. 

Geometric transformations, including rotations, translations, scaling, and flipping, further 
enhance robustness by promoting invariance to spatial changes. More advanced augmentation 
techniques, such as random cropping, color jittering, and elastic deformations, simulate real-
world variability and improve the model’s adaptability to diverse conditions. In recent years, 
composite augmentation methods such as Mixup and CutMix have gained prominence. These 
techniques combine multiple images or image regions to create new training samples, 
encouraging the model to learn smoother decision boundaries and reducing overfitting to 
specific patterns. 

Robust Convolutional Filters and Smoothing Techniques 

Another approach to improving CNN robustness involves modifying the convolutional 
operations themselves. Traditional convolutional filters may inadvertently capture high-
frequency noise, leading to unstable feature representations. To address this issue, researchers 
have introduced smoothing techniques that emphasize low-frequency, semantically meaningful 
information. One such method is the incorporation of low-pass filtering or blur pooling, which 
reduces sensitivity to high-frequency noise and improves shift invariance. By applying 
smoothing operations before or after convolutional layers, models can achieve more stable 
feature extraction. 

Additionally, robust filter design techniques aim to regularize the learned filters, ensuring that 
they respond consistently to variations in input. Spectral normalization and weight 
regularization methods constrain the magnitude and distribution of filter weights, reducing the 
likelihood of overfitting to noise. Another emerging direction involves frequency-domain 
analysis, where models are explicitly trained to balance their reliance on low- and high-
frequency components. This approach helps mitigate the tendency of CNNs to overemphasize 
noise-sensitive features. 
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Architectures Designed for Stability 

Beyond training techniques, architectural innovations have played a crucial role in enhancing 
CNN robustness. These designs aim to improve the stability and generalization of feature 
representations through structural modifications. Residual Networks (ResNet) and their 
variants introduce skip connections that allow information to bypass intermediate layers. This 
design mitigates the vanishing gradient problem and enables the training of deeper networks. 
Importantly, skip connections also contribute to robustness by preserving low-level features 
and reducing the impact of noisy transformations across layers. 

Anti-aliased CNNs represent another significant advancement. These architectures incorporate 
anti-aliasing filters to address the lack of shift invariance in standard CNNs. By applying low-
pass filtering before downsampling operations, anti-aliased networks reduce sensitivity to small 
spatial shifts and improve performance on corrupted or transformed inputs. Other architectural 
enhancements include the use of attention mechanisms within CNNs, which allow the model to 
focus on relevant regions of the input while suppressing noise. Additionally, multi-scale feature 
extraction techniques enable the model to capture both local and global patterns, further 
improving robustness under varying conditions. 

Applications in Image Classification Under Noisy Conditions 

Robust CNNs have demonstrated significant value in applications where input data is 
inherently noisy or uncertain. In medical imaging, for example, images may be affected by noise 
from acquisition devices or variability in imaging conditions. Robust CNNs can improve 
diagnostic accuracy by maintaining consistent performance despite such imperfections. In 
autonomous driving systems, visual data is subject to environmental factors such as lighting 
changes, weather conditions, and motion blur. Robust CNN architectures help ensure reliable 
object detection and scene understanding, which are critical for safety. 

Similarly, in industrial inspection and quality control, images may contain artifacts or variations 
due to manufacturing processes. Robust CNNs enable accurate defect detection even in the 
presence of such inconsistencies. In remote sensing and satellite imagery, data is often affected 
by atmospheric interference and sensor limitations. Robust models are essential for tasks such 
as land cover classification and environmental monitoring, where reliability under noisy 
conditions is paramount. 

In conclusion, while CNNs have revolutionized computer vision, their sensitivity to noise and 
perturbations presents significant challenges for real-world deployment. Through a 
combination of data augmentation, robust filtering techniques, and architectural innovations, it 
is possible to enhance the resilience of CNNs and ensure stable performance across diverse and 
imperfect data environments. These advancements form a critical foundation for building 
trustworthy and dependable deep learning systems. 
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Figure.1: Robust Deep Learning Architectures Overview (CNNs, RNNs, Transformers) 

III. ROBUST RECURRENT NEURAL NETWORKS (RNNS) 

Recurrent Neural Networks (RNNs) are a foundational class of deep learning models designed 
to process sequential and temporal data. Unlike feedforward neural networks, RNNs maintain 
internal states that evolve over time, enabling them to capture temporal dependencies and 
contextual relationships across sequences. This capability has made RNNs particularly valuable 
in domains such as speech recognition, natural language processing, financial forecasting, and 
sensor-based monitoring systems. However, the sequential nature of RNNs also introduces 
unique challenges related to robustness, especially in the presence of noise, missing data, and 
long-term dependencies. This section examines these challenges and presents architectural and 
methodological advancements that enhance the robustness of RNN-based systems. 

Challenges of Sequential Data: Noise Accumulation and Vanishing Gradients 

Sequential data is inherently dynamic and often noisy. In real-world scenarios, such as audio 
streams or sensor measurements, noise may arise from environmental interference, 
transmission errors, or measurement inaccuracies. One of the primary challenges in RNNs is the 
accumulation of noise over time. Since each hidden state depends on previous states, even small 
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perturbations can propagate and amplify as the sequence progresses, leading to degraded 
performance and instability in predictions. 

Another critical challenge is the vanishing and exploding gradient problem. During training, 
RNNs rely on backpropagation through time (BPTT) to update model parameters. However, as 
gradients are propagated across many time steps, they may either diminish exponentially 
(vanishing gradients) or grow uncontrollably (exploding gradients). Vanishing gradients hinder 
the model’s ability to learn long-range dependencies, while exploding gradients can lead to 
numerical instability and divergence during training. Both phenomena are exacerbated in noisy 
environments, where inconsistent signals further complicate gradient propagation. 

Additionally, RNNs are sensitive to temporal irregularities, such as missing or corrupted 
observations, which can disrupt the continuity of sequential patterns. These challenges 
necessitate the development of robust architectures and training strategies tailored to sequential 
data. 

Robust Variants: LSTM and GRU Under Noisy Sequences 

To address the limitations of standard RNNs, advanced architectures such as Long Short-Term 
Memory (LSTM) networks and Gated Recurrent Units (GRUs) have been introduced. These 
models incorporate gating mechanisms that regulate the flow of information through the 
network, enabling more effective handling of long-term dependencies and reducing sensitivity 
to noise. 

LSTM networks utilize a memory cell and three primary gates—input, forget, and output 
gates—to control the retention and updating of information. The forget gate plays a particularly 
important role in robustness, as it allows the model to selectively discard irrelevant or noisy 
information from previous time steps. This capability helps prevent the accumulation of noise 
and ensures that only salient features are preserved over time. 

GRUs offer a more streamlined architecture, combining the functionalities of the input and 
forget gates into a single update gate. Despite their simplicity, GRUs have demonstrated 
comparable performance to LSTMs in many applications, while being computationally more 
efficient. Their gating mechanisms similarly contribute to robustness by filtering out noise and 
maintaining stable representations. 

Both LSTMs and GRUs exhibit improved resilience to noisy sequences compared to traditional 
RNNs. However, their effectiveness depends on proper training and regularization, as well as 
the characteristics of the input data. 

Regularization Techniques for Sequence Models 

Regularization plays a crucial role in enhancing the robustness of RNN-based models. By 
constraining model complexity and introducing controlled perturbations during training, 
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regularization techniques help prevent overfitting and improve generalization under noisy 
conditions. 

Gradient Clipping 

Gradient clipping is a widely used technique to address the issue of exploding gradients. By 
imposing a threshold on the magnitude of gradients during backpropagation, this method 
prevents excessively large updates that could destabilize the training process. Gradient clipping 
ensures that parameter updates remain within a controlled range, thereby improving numerical 
stability and facilitating convergence. 

In the context of robustness, gradient clipping also helps mitigate the impact of noisy inputs on 
gradient computations. By limiting the influence of extreme gradient values, the model becomes 
less sensitive to outliers and transient perturbations in the data. 

Noise Injection in Hidden States 

Another effective regularization strategy involves injecting noise into the hidden states or 
inputs of the RNN during training. This approach encourages the model to learn 
representations that are invariant to small perturbations, thereby improving robustness. Noise 
injection can be implemented in various forms, such as adding Gaussian noise to hidden 
activations or randomly perturbing input sequences. This technique acts as a form of stochastic 
regularization, similar to dropout, and helps the model generalize better to unseen data. 
Importantly, it also simulates real-world conditions where noise is unavoidable, enabling the 
model to develop resilience to such variations. 

Other regularization methods, such as dropout applied to recurrent connections (recurrent 
dropout), weight decay, and early stopping, further contribute to robust training by preventing 
overfitting and stabilizing learning dynamics. 

Handling Missing or Corrupted Temporal Data 

In many real-world applications, sequential data is incomplete or corrupted due to sensor 
failures, transmission issues, or irregular sampling. Handling such imperfections is essential for 
building robust RNN systems. One common approach is data imputation, where missing 
values are estimated using statistical or learning-based methods. Techniques such as 
interpolation, forward/backward filling, or model-based imputation can restore continuity in 
the sequence. More advanced methods leverage neural networks to predict missing values 
based on contextual information. 

Masking strategies are also widely used, where the model is explicitly informed about missing 
or unreliable data points. By incorporating masking vectors, RNNs can learn to ignore or 
downweight corrupted inputs, thereby reducing their impact on predictions. 
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Another approach involves designing architectures that are inherently robust to missing data. 
For example, time-aware RNNs incorporate information about time gaps between observations, 
allowing the model to adjust its behavior based on the temporal structure of the data. 

Applications in Speech Recognition and Time-Series Forecasting 

Robust RNNs have been successfully applied in a wide range of real-world applications where 
sequential data is noisy and uncertain. In speech recognition, audio signals are often affected by 
background noise, reverberation, and speaker variability. Robust RNN architectures, 
particularly LSTMs and GRUs, enable accurate transcription by effectively modeling temporal 
dependencies and filtering out noise. In time-series forecasting, such as financial prediction, 
weather forecasting, and industrial monitoring, data is frequently subject to irregularities and 
measurement errors. Robust RNNs help capture underlying trends and patterns while 
mitigating the influence of noise and outliers. This capability is critical for making reliable 
predictions in dynamic and uncertain environments. 

Additionally, RNNs are used in healthcare applications, such as patient monitoring and disease 
progression modeling, where data may be incomplete or noisy. Robust modeling techniques 
ensure that predictions remain reliable, supporting informed decision-making in critical 
scenarios. In summary, while RNNs provide powerful tools for modeling sequential data, their 
susceptibility to noise accumulation, gradient instability, and missing data presents significant 
challenges. Through the use of advanced architectures such as LSTMs and GRUs, along with 
effective regularization and data handling techniques, it is possible to enhance the robustness of 
RNN-based systems. These advancements are essential for deploying reliable deep learning 
solutions in real-world, time-dependent applications. 

IV. TRANSFORMER MODELS AND ROBUSTNESS 

Transformer models have fundamentally reshaped the landscape of deep learning by enabling 
highly scalable, parallelizable architectures that effectively model long-range dependencies in 
sequential and structured data. Originally introduced for natural language processing (NLP), 
transformers have since been extended to domains such as computer vision, speech processing, 
and multimodal learning. Despite their remarkable performance, transformer-based models are 
not inherently robust and can exhibit sensitivity to noise, adversarial perturbations, and 
distributional shifts. This section explores the architectural foundations of transformers, their 
vulnerabilities, and the strategies developed to enhance their robustness in real-world 
applications. 

Overview of Transformer Architecture and Attention Mechanisms 

At the core of transformer models lies the self-attention mechanism, which allows the model to 
dynamically weigh the importance of different elements within an input sequence. Unlike 
recurrent architectures, transformers process input data in parallel, enabling efficient handling 
of long sequences and reducing computational bottlenecks. A typical transformer architecture 
consists of stacked encoder and decoder layers, each comprising multi-head self-attention 



 
 Robust Machine Learning Handling Noise, Bias and Adversarial Attacks 

ISBN: 978-93-47475-02-3 
 

© TEQPublications, India, September 2026 
www.teqpublications.com 219 

modules and position-wise feedforward networks. The self-attention mechanism computes 
pairwise interactions between tokens by projecting them into query, key, and value 
representations. These projections enable the model to capture contextual relationships 
regardless of positional distance, making transformers particularly effective for tasks requiring 
global context. 

Positional encoding is incorporated to retain information about token order, compensating for 
the lack of inherent sequential structure. Multi-head attention further enhances the model’s 
capacity by allowing it to attend to multiple subspaces of the input simultaneously, thereby 
capturing diverse patterns and dependencies. 

While these features contribute to the expressive power of transformers, they also introduce 
complexity and potential vulnerabilities, particularly when handling noisy or adversarial 
inputs. 

Sensitivity of Transformers to Adversarial Inputs and Noisy Tokens 

Transformer models are highly sensitive to input perturbations, especially in discrete domains 
such as text. Small changes in tokens—such as synonym substitutions, misspellings, or 
character-level perturbations—can significantly alter model predictions. This sensitivity arises 
from the reliance on learned token embeddings, which may not adequately capture semantic 
equivalence under noisy conditions. 

Adversarial attacks in transformers exploit this vulnerability by introducing carefully crafted 
perturbations that lead to misclassification or erroneous outputs. In NLP, such attacks may 
involve replacing words with semantically similar alternatives that confuse the model while 
preserving human interpretability. In vision transformers (ViTs), adversarial perturbations can 
manipulate pixel values to degrade classification performance. 

Noisy tokens, resulting from transcription errors, optical character recognition (OCR) 
inaccuracies, or informal language usage, further challenge transformer models. Since attention 
mechanisms distribute weights across all tokens, the presence of noisy or irrelevant tokens can 
distort attention distributions and negatively impact downstream predictions. 

Additionally, transformers may exhibit overconfidence in their predictions, even when inputs 
are corrupted or ambiguous. This lack of calibrated uncertainty underscores the need for 
robustness-enhancing techniques. 

Robust Training Strategies 

To address these challenges, several training strategies have been developed to improve the 
robustness of transformer models. These approaches focus on enhancing the stability of 
attention mechanisms and improving the model’s ability to generalize under noisy conditions. 
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Attention Regularization 

Attention regularization techniques aim to stabilize the attention distributions learned by the 
model. By constraining attention weights, these methods prevent the model from overly 
focusing on specific tokens that may be noisy or irrelevant. One common approach involves 
encouraging sparsity or smoothness in attention maps, ensuring that the model distributes 
attention more evenly across relevant tokens. Entropy-based regularization, for example, 
penalizes overly sharp attention distributions, promoting more balanced representations. 

Another strategy is attention dropout, where attention weights are randomly masked during 
training. This introduces stochasticity into the attention mechanism, reducing reliance on 
specific tokens and improving generalization. Regularizing attention heads to encourage 
diversity also helps prevent redundancy and enhances robustness. 

Input Perturbation and Token Masking 

Input perturbation techniques involve introducing controlled noise into the input data during 
training. In NLP, this may include synonym replacement, word dropout, or character-level 
noise injection. These perturbations simulate real-world variability and encourage the model to 
learn invariant representations. 

Token masking, popularized by masked language modeling objectives, randomly hides 
portions of the input sequence and requires the model to predict the missing tokens. This 
approach enhances contextual understanding and reduces dependence on specific tokens, 
thereby improving robustness to missing or corrupted inputs. 

In vision transformers, similar strategies involve patch masking or image augmentation 
techniques that perturb input patches. These methods help the model become resilient to 
occlusions and distortions in visual data. 

Adversarial training can also be applied to transformers by incorporating adversarially 
perturbed inputs during training. This approach explicitly exposes the model to challenging 
scenarios, improving its ability to withstand malicious attacks. 

Pretrained Models and Robustness Transfer 

A defining characteristic of modern transformer models is their reliance on large-scale 
pretraining. Models such as BERT, GPT, and Vision Transformer (ViT) are trained on massive 
datasets to learn general-purpose representations that can be fine-tuned for specific tasks. 

Pretraining provides a strong foundation for robustness by exposing the model to diverse 
linguistic or visual patterns. However, the robustness of pretrained models is not guaranteed 
when they are fine-tuned on smaller, potentially noisy datasets. Fine-tuning under such 
conditions may lead to overfitting or degradation of learned representations. 
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Robustness transfer refers to the ability of pretrained models to retain and adapt their 
robustness properties during fine-tuning. Techniques such as domain-adaptive pretraining, 
noise-aware fine-tuning, and regularized optimization are employed to preserve robustness. 
Additionally, freezing certain layers during fine-tuning can help maintain stable representations 
learned during pretraining. 

Recent research also explores continual learning and domain generalization approaches, where 
models are trained to adapt to evolving data distributions without catastrophic forgetting. 
These methods are particularly relevant in dynamic environments where data characteristics 
change over time. 

Applications in NLP and Vision Transformers (ViTs) 

Transformer models have achieved widespread adoption across a range of applications, many 
of which involve noisy and uncertain data. In NLP, transformers are used for tasks such as text 
classification, machine translation, sentiment analysis, and question answering. Robust 
transformer models are essential for handling informal language, spelling errors, and domain-
specific variations commonly encountered in real-world text. 

In speech and conversational AI systems, transformers process transcribed text that may 
contain errors from automatic speech recognition systems. Robustness to such noise ensures 
accurate understanding and response generation. 

Vision transformers extend the transformer paradigm to image processing by treating images as 
sequences of patches. These models have demonstrated competitive performance with 
traditional CNNs in tasks such as image classification and object detection. Robustness in ViTs 
is particularly important in scenarios involving occlusions, lighting variations, and adversarial 
perturbations. 

In multimodal applications, where transformers integrate information from multiple data 
sources (e.g., text and images), robustness becomes even more critical. Ensuring consistent 
performance across modalities requires models that can effectively handle noise and 
inconsistencies in each data type. 

In conclusion, transformer models represent a powerful and versatile class of architectures 
capable of modeling complex dependencies across diverse domains. However, their sensitivity 
to adversarial inputs and noisy tokens necessitates the development of robust training and 
regularization strategies. Through attention regularization, input perturbation, and careful fine-
tuning of pretrained models, it is possible to enhance the resilience of transformers and ensure 
reliable performance in real-world applications. These advancements are central to the 
continued evolution of trustworthy and scalable deep learning systems. 

V. Regularization Techniques for Robust Deep Learning 
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Regularization constitutes a central pillar in the design of robust deep learning systems. As 
modern neural networks grow increasingly complex and data-hungry, they become prone to 
overfitting—particularly when trained on noisy, incomplete, or imperfect datasets. 
Regularization techniques mitigate this risk by constraining model capacity, introducing 
controlled stochasticity, and encouraging the learning of generalized representations. In the 
context of robustness, regularization not only improves performance on unseen data but also 
enhances resilience to noise, adversarial perturbations, and distributional shifts. This section 
presents both classical and advanced regularization methods and examines their role in 
achieving robust deep learning. 

Classical Regularization Methods 

Classical regularization techniques form the foundation for controlling model complexity and 
stabilizing training dynamics. These methods are widely adopted due to their simplicity, 
theoretical grounding, and effectiveness across diverse architectures. 

L1 and L2 Regularization 

L1 and L2 regularization are among the most fundamental approaches to penalizing model 
complexity. These methods introduce an additional term into the loss function that constrains 
the magnitude of model weights. 

L2 regularization, also known as weight decay, penalizes the squared magnitude of weights. 
This encourages the model to distribute importance across multiple features rather than relying 
heavily on a few parameters. As a result, L2 regularization promotes smoother decision 
boundaries and reduces sensitivity to small perturbations in the input data. 

In contrast, L1 regularization penalizes the absolute value of weights, leading to sparse 
parameter representations. This sparsity can be particularly beneficial in noisy environments, as 
it effectively performs feature selection by eliminating irrelevant or noisy inputs. Sparse models 
tend to be more interpretable and less prone to overfitting. 

Both methods contribute to robustness by discouraging the model from fitting noise in the 
training data. However, the choice between L1 and L2 regularization depends on the specific 
characteristics of the problem, including data dimensionality and noise structure. 

Dropout and DropConnect 

Dropout is a widely used stochastic regularization technique that randomly deactivates a subset 
of neurons during training. By preventing the co-adaptation of neurons, dropout encourages 
the model to learn redundant and distributed representations. This improves generalization and 
reduces the likelihood of overfitting to noise or spurious correlations. 

DropConnect extends this concept by randomly dropping individual weights rather than entire 
neurons. This fine-grained regularization introduces additional stochasticity into the learning 
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process, further enhancing robustness. Both techniques can be interpreted as approximations of 
model averaging, where multiple sub-networks are implicitly trained and combined. 

In practice, dropout has proven highly effective in both fully connected and convolutional 
architectures. However, its application in recurrent and transformer-based models requires 
careful adaptation to preserve temporal and contextual dependencies. 

Advanced Regularization Methods 

As deep learning models have evolved, more sophisticated regularization techniques have been 
developed to address the limitations of classical approaches, particularly in the presence of 
noisy and complex data distributions. 

Label Smoothing 

Label smoothing is a technique that modifies the target distribution during training by 
assigning a small probability mass to incorrect classes. Instead of training the model with hard, 
one-hot labels, label smoothing creates softer targets that reduce overconfidence in predictions. 

This approach improves calibration and prevents the model from becoming overly certain 
about potentially noisy or ambiguous labels. In scenarios where label noise is present, label 
smoothing helps mitigate the impact of incorrect annotations by encouraging the model to 
maintain uncertainty. 

Mixup and CutMix 

Mixup and CutMix are data augmentation-based regularization techniques that generate new 
training samples by combining existing ones. 

Mixup creates synthetic examples by linearly interpolating pairs of input samples and their 
corresponding labels. This encourages the model to learn smooth transitions between classes 
and reduces sensitivity to noise. By enforcing linear behavior in the input space, Mixup 
improves generalization and robustness. 

CutMix, on the other hand, replaces a portion of one image with a patch from another image, 
while adjusting the labels accordingly. This method preserves local features and spatial 
structure, making it particularly effective for image-based tasks. CutMix encourages the model 
to focus on multiple regions of the input, reducing reliance on specific features that may be 
noisy or misleading. 

Both techniques have demonstrated strong performance in improving robustness, particularly 
in computer vision tasks involving corrupted or adversarial inputs. 
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Stochastic Depth 

Stochastic depth is an architectural regularization technique primarily used in deep residual 
networks. During training, entire layers or residual blocks are randomly skipped, effectively 
creating networks of varying depths. This reduces the effective depth of the network during 
each training iteration, alleviating issues such as vanishing gradients and overfitting. 

By introducing variability in the network structure, stochastic depth encourages the model to 
learn representations that are robust across different configurations. At inference time, the full 
network is used, benefiting from the ensemble-like effect of the training process. 

This technique is particularly valuable in very deep architectures, where maintaining stability 
and generalization is challenging. 

Role of Regularization in Preventing Overfitting to Noisy Data 

Regularization plays a critical role in preventing deep learning models from overfitting to noisy 
or corrupted data. In the absence of regularization, high-capacity models can memorize training 
data, including noise and outliers, leading to poor generalization. 

By constraining model parameters and introducing controlled randomness, regularization 
techniques encourage the learning of robust and invariant features. For example, dropout forces 
the model to rely on multiple pathways for prediction, reducing sensitivity to individual noisy 
inputs. Similarly, data augmentation techniques expose the model to diverse variations, 
enabling it to generalize beyond the training distribution. 

Regularization also interacts with optimization dynamics, guiding the model toward flatter 
minima in the loss landscape. Such minima are associated with better generalization and 
increased robustness to perturbations. In noisy environments, this property is particularly 
important, as it ensures that small changes in input do not lead to large deviations in output. 

Trade-offs Between Model Complexity and Generalization 

While regularization enhances robustness and generalization, it introduces important trade-offs 
that must be carefully managed. Increasing regularization strength may reduce overfitting but 
can also lead to underfitting, where the model fails to capture essential patterns in the data. 
Conversely, insufficient regularization may result in high training accuracy but poor 
performance on unseen or noisy data. 

Balancing model complexity and generalization is a key challenge in deep learning. Complex 
models, such as deep neural networks with millions of parameters, offer high expressive power 
but are more susceptible to overfitting. Regularization techniques help control this complexity, 
but their effectiveness depends on appropriate hyperparameter tuning and integration with the 
overall training pipeline. 
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Another trade-off involves computational cost. Advanced regularization methods, such as 
Mixup, CutMix, and stochastic depth, may increase training time and resource requirements. In 
large-scale industrial applications, these costs must be weighed against the benefits of improved 
robustness. 

Furthermore, different tasks and data modalities may require different regularization strategies. 
For instance, dropout may be highly effective in fully connected networks but less suitable for 
certain structured data models. Similarly, data augmentation techniques must be carefully 
designed to preserve semantic meaning while introducing variability. 

 

Figure 2: Regularization Techniques for Robust Deep Learning 

VI. TRAINING STRATEGIES FOR NOISY AND CORRUPTED DATA 

In real-world machine learning pipelines, the assumption of clean, well-labeled, and noise-free 
data rarely holds. Instead, practitioners must contend with imperfect datasets characterized by 
annotation errors, missing values, sensor noise, and distributional inconsistencies. Training 
deep learning models under such conditions requires specialized strategies that not only 
mitigate the adverse effects of noise but also enable models to learn meaningful and 
generalizable representations. This section presents a comprehensive overview of training 
methodologies designed to handle noisy and corrupted data, with a focus on noise modeling, 
robust loss functions, curriculum learning, data-centric approaches, and robust optimization 
techniques. 
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Noise Modeling: Label Noise vs. Feature Noise 

A critical first step in designing robust training strategies is understanding the nature and 
source of noise in the dataset. Broadly, noise can be categorized into two types: label noise and 
feature noise. 

Label noise arises when the target labels associated with training samples are incorrect or 
inconsistent. This may occur due to human annotation errors, ambiguous class definitions, or 
automated labeling processes. Label noise can be further classified into symmetric noise, where 
labels are randomly corrupted, and asymmetric noise, where mislabeling follows specific 
patterns (e.g., confusing similar classes). Models trained on noisy labels are prone to 
memorizing incorrect mappings, leading to degraded generalization. 

Feature noise, on the other hand, affects the input data itself. This includes measurement errors, 
missing values, sensor distortions, or environmental interference. Feature noise can obscure 
underlying patterns and introduce variability that complicates learning. Unlike label noise, 
which directly affects supervision, feature noise impacts the quality of extracted 
representations. 

Effective noise modeling involves identifying these noise types and incorporating assumptions 
about their structure into the training process. Probabilistic approaches, such as noise transition 
matrices for label noise, and data augmentation techniques for feature noise, are commonly 
employed to simulate and mitigate these effects. 

Robust Loss Functions 

Loss functions play a central role in guiding model optimization. Standard loss functions, such 
as cross-entropy, are highly sensitive to noisy labels and outliers, as they assign large penalties 
to misclassified examples. Robust loss functions are designed to reduce this sensitivity, enabling 
models to focus on reliable patterns in the data. 

Huber Loss 

  

Huber loss is a hybrid loss function that combines the properties of Mean Squared Error (MSE) 
and Mean Absolute Error (MAE). For small errors, it behaves like MSE, providing smooth 
gradients that facilitate optimization. For large errors, it transitions to a linear penalty, similar to 
MAE, thereby reducing the influence of outliers. 

This dual behavior makes Huber loss particularly effective in scenarios with noisy data, as it 
balances sensitivity and robustness. It is widely used in regression tasks where outliers are 
present. 
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Mean Absolute Error (MAE) vs. Cross-Entropy 

Mean Absolute Error (MAE) is less sensitive to outliers compared to cross-entropy, as it assigns 
equal weight to all errors regardless of magnitude. This property makes MAE more robust to 
label noise, especially in classification settings where incorrect labels can otherwise dominate 
the loss. Cross-entropy, while highly effective for clean datasets, tends to amplify the impact of 
mislabeled samples due to its logarithmic nature. This can lead to overfitting to noisy labels, 
particularly in deep networks with high capacity. 

In practice, hybrid approaches are often employed, combining the strengths of both loss 
functions. For example, generalized cross-entropy and symmetric loss functions aim to retain 
the discriminative power of cross-entropy while improving robustness to noise. 

Curriculum Learning and Sample Reweighting 

Curriculum learning is inspired by the human learning process, where simpler concepts are 
learned before more complex ones. In the context of noisy data, curriculum learning involves 
training the model on cleaner or easier samples first, gradually introducing more difficult or 
noisy examples. This approach helps prevent the model from prematurely fitting noisy data, 
allowing it to establish a stable foundation of reliable patterns. Techniques for implementing 
curriculum learning include ranking samples based on loss values, confidence scores, or 
external heuristics. 

Sample reweighting extends this idea by assigning different importance weights to training 
samples. Samples suspected to be noisy or unreliable are given lower weights, reducing their 
influence on parameter updates. Conversely, high-confidence samples are emphasized during 
training. Dynamic reweighting strategies, where weights are adjusted during training based on 
model predictions or consistency measures, have shown significant promise in improving 
robustness. These methods enable adaptive learning that responds to the evolving 
understanding of data quality. 

Data Cleaning and Semi-Supervised Learning Approaches 

Data-centric approaches play a crucial role in improving model robustness by directly 
addressing the quality of training data. Data cleaning involves identifying and correcting or 
removing noisy samples. Techniques such as outlier detection, clustering, and agreement-based 
filtering are commonly used to detect mislabeled or corrupted data points. Automated data 
cleaning methods leverage model predictions to identify inconsistencies between predicted and 
actual labels. Samples with high disagreement may be flagged for review or excluded from 
training. While effective, these methods require careful design to avoid reinforcing model 
biases. 

Semi-supervised learning offers an alternative approach by leveraging both labeled and 
unlabeled data. In scenarios where labeled data is noisy, unlabeled data can provide additional 
structure and context. Techniques such as pseudo-labeling, consistency regularization, and self-
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training enable models to learn from unlabeled data while mitigating the impact of noisy labels. 
Consistency-based methods, in particular, enforce that model predictions remain stable under 
input perturbations. This encourages the learning of robust representations and reduces 
reliance on potentially incorrect labels. 

Robust Optimization Techniques (e.g., Adversarial Training) 

Robust optimization techniques focus on improving model resilience by explicitly considering 
worst-case scenarios during training. Among these, adversarial training has emerged as one of 
the most effective approaches. Adversarial training involves generating adversarial examples—
inputs that are intentionally perturbed to maximize model error—and incorporating them into 
the training process. By exposing the model to such challenging inputs, adversarial training 
enhances its ability to withstand both malicious attacks and natural perturbations. 

This approach can be formulated as a min-max optimization problem, where the model seeks to 
minimize loss while accounting for the worst-case perturbations within a specified constraint. 
Although computationally intensive, adversarial training has demonstrated significant 
improvements in robustness across various domains. Other robust optimization methods 
include distributionally robust optimization (DRO), which aims to optimize model performance 
under worst-case data distributions, and noise-aware training algorithms that explicitly model 
uncertainty in data. 

 

Figure 3: Training Pipeline for Noisy and Corrupted Data 

VII. EVALUATION AND BENCHMARKING OF ROBUST MODELS 

As deep learning systems transition from controlled research environments to real-world 
deployment, evaluating their robustness has become a critical requirement. Traditional 
performance metrics, such as accuracy on clean test datasets, are insufficient to capture how 
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models behave under noisy, adversarial, or distributionally shifted conditions. Robustness 
evaluation extends beyond standard metrics to include stress testing, benchmarking under 
controlled perturbations, and validating model behavior through interpretability frameworks. 
This section presents a comprehensive examination of evaluation methodologies and the 
challenges associated with benchmarking robust deep learning models. 

Metrics for Robustness Evaluation 

Robustness evaluation requires metrics that reflect a model’s ability to maintain performance 
under varying conditions. These metrics must account for both natural noise and adversarial 
perturbations, providing a holistic view of model reliability. 

Accuracy Under Noise 

Accuracy under noise measures the performance of a model when input data is subjected to 
controlled perturbations, such as Gaussian noise, blur, compression artifacts, or occlusion. 
Unlike standard accuracy, which is computed on clean datasets, this metric evaluates how well 
the model generalizes to corrupted inputs. 

A common approach involves generating multiple versions of the test dataset with varying 
levels and types of noise. The model’s accuracy is then averaged across these conditions, 
providing a robustness profile. Metrics such as mean corruption error (mCE) and relative 
performance degradation are often used to quantify sensitivity to noise. 

Accuracy under noise is particularly relevant in domains such as autonomous systems and 
medical imaging, where input data is inherently imperfect. A robust model should exhibit 
graceful degradation, maintaining reasonable performance even as noise intensity increases. 

Adversarial Robustness Metrics 

Adversarial robustness metrics assess a model’s resistance to intentionally crafted perturbations 
designed to induce misclassification. These metrics typically evaluate the model under worst-
case scenarios within a defined perturbation budget. Common measures include adversarial 
accuracy, which computes the proportion of correctly classified examples after adversarial 
attacks, and robustness curves that plot performance as a function of perturbation magnitude. 
Other metrics, such as certified robustness bounds, provide formal guarantees on model 
behavior within specific input constraints. 

Evaluation protocols often involve standardized attack methods, such as projected gradient 
descent (PGD) or fast gradient sign method (FGSM), to ensure consistency and comparability. 
These metrics are essential for assessing the security and reliability of models in adversarial 
settings. 
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Benchmark Datasets with Noise and Corruption 

Benchmark datasets play a crucial role in standardizing robustness evaluation and enabling fair 
comparisons across models. In recent years, several datasets have been developed to 
systematically assess model performance under various types of noise and corruption. Notable 
examples include corrupted versions of widely used image datasets, such as CIFAR-10-C and 
ImageNet-C. These datasets introduce a range of perturbations, including noise, blur, weather 
effects, and digital distortions, at multiple severity levels. 

Such benchmarks provide a controlled environment for evaluating robustness and identifying 
model weaknesses. They also facilitate the development of standardized metrics, enabling 
researchers to compare different approaches on a common basis. 

In addition to image datasets, similar benchmarks are emerging in other domains, including 
NLP and speech processing, where datasets incorporate textual noise, paraphrasing, and 
transcription errors. The availability of diverse and representative benchmarks is essential for 
advancing robust deep learning research. 

Stress Testing Models Under Distribution Shifts 

Distribution shift refers to the discrepancy between the data distribution encountered during 
training and that observed during deployment. This phenomenon is a major source of 
performance degradation in real-world systems. 

Stress testing involves systematically evaluating models under various types of distribution 
shifts, including covariate shift (changes in input distribution), label shift (changes in class 
proportions), and concept drift (changes in the relationship between inputs and outputs). By 
simulating these conditions, practitioners can assess the model’s ability to generalize beyond 
the training data. Techniques for stress testing include domain transfer experiments, where 
models trained on one dataset are evaluated on a related but distinct dataset, and synthetic shift 
generation, where controlled modifications are applied to the test data. Performance metrics are 
analyzed across these scenarios to identify vulnerabilities and guide model improvements. 

Robust models should demonstrate consistent performance across a range of distributions, 
indicating their ability to adapt to dynamic and uncertain environments. 

Interpretability and Robustness Validation 

Interpretability plays a critical role in validating the robustness of deep learning models. By 
providing insights into model behavior and decision-making processes, interpretability 
techniques help identify whether models rely on meaningful features or spurious correlations. 
Methods such as saliency maps, feature attribution, and attention visualization allow 
practitioners to examine how models respond to different inputs. In the context of robustness, 
these tools can reveal whether noise or adversarial perturbations disproportionately influence 
model predictions. 



 
 Robust Machine Learning Handling Noise, Bias and Adversarial Attacks 

ISBN: 978-93-47475-02-3 
 

© TEQPublications, India, September 2026 
www.teqpublications.com 231 

For example, if a model’s attention shifts to irrelevant regions of an image under slight 
perturbations, this may indicate a lack of robustness. Conversely, stable and consistent feature 
attribution across noisy inputs suggests that the model has learned robust representations. 

Interpretability also supports debugging and model refinement, enabling practitioners to detect 
biases, artifacts, and failure modes. In safety-critical applications, transparent and explainable 
models are essential for building trust and ensuring accountability. 

Challenges in Standardizing Robustness Evaluation 

Despite significant progress, standardizing robustness evaluation remains an open challenge. 
One of the primary difficulties is the diversity of noise types, adversarial attacks, and real-world 
conditions that models may encounter. No single benchmark or metric can comprehensively 
capture all aspects of robustness. Another challenge lies in the lack of consensus on evaluation 
protocols. Different studies may use varying attack methods, perturbation budgets, or dataset 
configurations, making it difficult to compare results across models. This variability can lead to 
inconsistent conclusions and hinder reproducibility. 

Computational complexity is also a concern, particularly for adversarial robustness evaluation, 
which often requires iterative optimization procedures. Evaluating large-scale models under 
multiple perturbation scenarios can be resource-intensive, limiting accessibility for smaller 
research groups and organizations. 

Furthermore, there is an inherent trade-off between robustness and accuracy, complicating the 
interpretation of evaluation results. A model that performs well under adversarial conditions 
may exhibit reduced accuracy on clean data, raising questions about the appropriate balance for 
specific applications. Finally, the dynamic nature of real-world environments poses a challenge 
for static benchmarks. As data distributions evolve, evaluation frameworks must adapt to 
remain relevant. This underscores the need for continuous benchmarking and the development 
of adaptive evaluation methodologies. 

VIII. CONCLUSION 

Robust deep learning has emerged as a critical paradigm for ensuring the reliability and 
resilience of modern AI systems in real-world environments. This chapter has examined the 
foundational architectures—Convolutional Neural Networks (CNNs), Recurrent Neural 
Networks (RNNs), and transformer models—highlighting their capabilities as well as their 
vulnerabilities to noise, uncertainty, and adversarial perturbations. Each architecture offers 
unique strengths in handling spatial, temporal, and contextual data, yet all require deliberate 
enhancements to achieve robustness under imperfect conditions. The discussion further 
emphasized the central role of regularization techniques in mitigating overfitting and 
improving generalization. Classical methods such as L1/L2 regularization and dropout, 
alongside advanced approaches like label smoothing, Mixup, CutMix, and stochastic depth, 
collectively enable models to learn stable and noise-tolerant representations. These techniques 
are particularly effective when integrated with robust training strategies, including noise-aware 
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loss functions, curriculum learning, and adversarial training, forming a comprehensive 
framework for handling corrupted and uncertain data. 

A key insight is the necessity of aligning architectural design with training methodologies. 
Robustness cannot be achieved through isolated interventions; rather, it requires a holistic 
approach that combines model architecture, data preprocessing, optimization strategies, and 
evaluation protocols. At the same time, practitioners must carefully navigate trade-offs between 
robustness, predictive accuracy, and computational efficiency, as improvements in one 
dimension may impact others. Looking ahead, the development of scalable and adaptive robust 
models remains a pressing research direction. Advances in trustworthy AI, including 
interpretability, fairness, and security, will further shape the design of robust systems. 
Additionally, addressing real-world deployment challenges—such as dynamic data 
distributions, resource constraints, and safety requirements—will be essential for translating 
robust deep learning from theory to practice. Ultimately, building resilient and dependable AI 
systems will be fundamental to achieving widespread adoption and long-term societal impact. 

 

REFERENCES 

[1]. LeCun, Y., Bengio, Y., & Hinton, G. (2015). Deep learning. Nature, 521(7553), 436–444.  
[2]. Goodfellow, I., Bengio, Y., & Courville, A. (2016). Deep learning. MIT Press.  
[3]. He, K., Zhang, X., Ren, S., & Sun, J. (2016). Deep residual learning for image 

recognition. In Proceedings of the IEEE Conference on Computer Vision and Pattern 
Recognition (CVPR) (pp. 770–778).  

[4]. Hochreiter, S., & Schmidhuber, J. (1997). Long short-term memory. Neural 
Computation, 9(8), 1735–1780.  

[5]. Vaswani, A., Shazeer, N., Parmar, N., et al. (2017). Attention is all you need. In 
Advances in Neural Information Processing Systems (NeurIPS) (pp. 5998–6008).  

[6]. Szegedy, C., Zaremba, W., Sutskever, I., et al. (2014). Intriguing properties of neural 
networks. In International Conference on Learning Representations (ICLR).  

[7]. Goodfellow, I. J., Shlens, J., & Szegedy, C. (2015). Explaining and harnessing 
adversarial examples. In ICLR.  

[8]. Madry, A., Makelov, A., Schmidt, L., et al. (2018). Towards deep learning models 
resistant to adversarial attacks. In ICLR.  

[9]. Zhang, H., Yu, Y., Jiao, J., et al. (2019). Theoretically principled trade-off between 
robustness and accuracy. In ICML.  

[10]. Srivastava, N., Hinton, G., Krizhevsky, A., et al. (2014). Dropout: A simple way to 
prevent neural networks from overfitting. Journal of Machine Learning Research, 15, 
1929–1958.  

[11]. Krogh, A., & Hertz, J. A. (1992). A simple weight decay can improve generalization. In 
NeurIPS.  

[12]. Müller, R., Kornblith, S., & Hinton, G. (2019). When does label smoothing help? In 
NeurIPS.  

[13]. Zhang, H., Cisse, M., Dauphin, Y. N., & Lopez-Paz, D. (2018). Mixup: Beyond empirical 
risk minimization. In ICLR.  



 
 Robust Machine Learning Handling Noise, Bias and Adversarial Attacks 

ISBN: 978-93-47475-02-3 
 

© TEQPublications, India, September 2026 
www.teqpublications.com 233 

[14]. Yun, S., Han, D., Oh, S. J., et al. (2019). CutMix: Regularization strategy to train strong 
classifiers with localizable features. In ICCV.  

[15]. Ghosh, A., Kumar, H., & Sastry, P. S. (2017). Robust loss functions under label noise for 
deep neural networks. In AAAI Conference on Artificial Intelligence.  

[16]. Han, B., Yao, Q., Yu, X., et al. (2018). Co-teaching: Robust training of deep neural 
networks with extremely noisy labels. In NeurIPS.  

[17]. Reed, S., Lee, H., Anguelov, D., et al. (2015). Training deep neural networks on noisy 
labels with bootstrapping. In ICLR.  

[18]. Hendrycks, D., & Dietterich, T. (2019). Benchmarking neural network robustness to 
common corruptions and perturbations. In ICLR.  

[19]. Recht, B., Roelofs, R., Schmidt, L., & Shankar, V. (2019). Do CIFAR-10 classifiers 
generalize to CIFAR-10? In ICML.  

[20]. Geirhos, R., Temme, C. R. M., Rauber, J., et al. (2018). Generalisation in humans and 
deep neural networks. In NeurIPS. 

 


